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Preface

e Definition:

The aim of this guide is to provide a practical technical methodology to achieve safe and
well secured online examination following simple techniques combined all together to
resolve global and domestic challenges related to the technical aspects in the processes
of online examination at the libyan International medical university university.

The proposed solution have been tested in several faculties at the university to ensure its
practicality. The solution consists of several systems integrated.

e Components:
the the solution is based over 3 main elements
o Moodle Examination Module:

is an activity module for Moodle. It allows the teacher to build quizzes with
multiple choice questions based on the Quiz module. Main purpose of the Exam
module is to improve the performance of quizzes and to reduce database
overhead, so that a large number of users can attempt quizzes simultaneously.

Ref: https://moodle.org/plugins/mod exam
o Safe Exam Browser:

is a web browser environment to carry out e-assessments safely. The software
turns any computer temporarily into a secure workstation. It controls access to
resources like system functions, other websites and applications and prevents
unauthorized resources being used during an exam.

Ref: https://safeexambrowser.org/about overview_ en.html

o Google meet: Real-time meetings and a video communication service
developed by Google, a meeting session held by the examiner or the exam
supervisor.


https://moodle.org/plugins/mod_exam
https://safeexambrowser.org/about_overview_en.html

Mechanisme;

e Overview

The examination is made by moodle exam modules with all preferences and configuration
that are required, using Safe Exam Browser software to generate special key file for each
exam the Safe Exam Browser runs on a local computer and it is connected via the internet
to moodle, the main objective of Safe Exam Browser is to limit the usage of partcpent’s
computer so that only the exam window is allowed to be used and all other windows will
be hidden, and disable all other functions. The monitoring and supervision of the
participant while attempting the examination is made by using google meet application.

e Supervision

o Explore the surrounding environment of the student: ask the student to slowly
recycle around the location inorder to examine what is surrounding. Keep in mind
to navigate horizontally and vertically the floor and the roof both have to be
examined too.

o In case the student lost connection for any reason, the student will be able to
return to the question that was navigating it, therefore it’s highly recommended to
arrange the exam via distributing the questions layout one question per page.

o Examination time period should not exceed 45 minutes to reduce the probability
of technical obstacles.

o Students who are wearing anything that might be covering the head of the
student like or their ears.

o Students should place the laptop or computer on a table that doesn’t contain any
drawers.

o The lighting should be bright enough for the supervisor to monitor even the

eyeballs of the participant.




Requirements:

e Student:

o

Smart mobile phone to be used to monitor the student. Students install google
meet application from google play or play store depending on the device brand to
login using an institutional email address which is provided by the IT department.
Good internet connection, 4G connection using mobile phone is highly
recommended as the phone remains running to provide internet connection on
battery unlike the other sources that rely on electricity source which might not be
stable or students might intensely switch it off.
Laptop computer or desktop with following minimum specification to guarantee
the smoothness of the examination process:

m 2-GHz processor or above.
4 GB of RAM or above
100 GB of hard disk space
10” display or above

800x600 pixels display resolution.

e Supervisor

o

Good internet connection, 4G connection using mobile phone is highly
recommended as the phone remains running to provide internet connection on
battery unlike the other sources that rely on electricity sources.
Laptop computer or desktop with following minimum specification to guarantee
the smoothness of the examination supervision process:

m 2-GHz processor or above.
4 GB of RAM or above
100 GB of hard disk space
20” display or above

800x600 pixels display resolution




Exam setup

The following instruction descrip how to set up an examination using the
methodology proposed.

Examinar Guide
First Create Quiz with Moodle
1- Enter to the course which you want to do quiz inside it, after that press on this
icon -

Then choose from the list Turn editing on, after choose add an activity or

resources
Then choose Quiz (fig 1, fig 2, fig 3, fig 4).
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Now the exam will be prepared and set up, this step is very important.

The explanation will be in figures




|

)] s Eaample x =+ - o =
« & (D Notseowe | portalimuedulyooursefriewpheTid= 1515 8ncifyeditingon=1

B fers G Cma o

vouTube B Troeshre [B] Lbyes roomationsl . @8 _ imalallypglibi  fh LN Bo

« & @
T VL Portad Faouiny
= LIMU Portal

Example

# I e

fhis Qi for just tes] fo explain how i enter the exam

Foting hois x4+
‘= O A Mol pecure
si5 &

portalimuusdu by fcouriemoaiadil phpTadd s guiz Botyy

& vouTite B Tesine  [B] Livan inbbranons

2 « & @
@ o Panadall oy alb P IR Preush Facuity

e ©'—— Quiz's name
Descriphon

-

i CREE Ao sl 4e-5] B0 eaplin oW 10 Ener Ne Sxlr

Fig6

B SENA  pa sn resorea

Timing




P T = - B8 X
= O U Mot secune | perualie ey oo oaedil Shp Tatd = quip e - B ot o 15 ey« O r et o o il o = & i
i dppn G Gerad R FouTube By Teccetn  [B] Lisype ntemaeton =] el 1y B0 TH

LIMU Portsl

==
il i iz
Tiesw il

VTR T EApHES

SulTERAICN QIacH Pevad

Grade
Layout
Question behaviour

Roeview oplions @

Appaarance

* Display descriplion on course page ()

Press on this

~

1 e\ [3e) (551 (53] @ 2w — Date & Time Quiz starting
@e el n smee a4 M ek le Date & Time Quiz Finishing
y meuies ¢ @ Erabir g Total Quiz's Hours

Choose this one
when the time of
quizis finished
will auto
submitted

Laoull L Sl 2 H

P Bimag Oz =

&« c

bapa 13 Cwad B

B Mot seoue

-

Grade

Grade calegony
Gy 10 pESE
ASempts aliowed
Grading memod
Layaut

Mew page

HNavigation methad

Queastion behaviour

Appearance

portallimsedu by course/ modedit php fupdabes 256

Vol By Tenlene [ Liwes levanonal. i

b5 firetarn s 0Msral ot @ '

Jnslal uw ol T LB Poemsh Facwity

& 000
©¢— Only one attempt
o Eweny quaeshion 2 Repaginale now

Sequential so the
student cannot return
to previous question

Fig 8




I
i [dnng G ® + = = =
= (& @) Mot pacure | portalimapdeh'oourse/modedit phe Topdates 252940 Bngharme Qfisread o L] -.
I hepn G Grad B ReTube By T [B] @penitemstioeal. @ _Fiaaal el T LIRS Portak Fasulty
E LIMU Portal a4 m Aty Alst - N
Grade

Layout

Question behaviour

Soume wanin questons @ e Immediate feedback, this
How questions bahave :~:. will let student to submit
PO each question

Review options @

During the attempt mmeciaely afier e azampt Later, wiile the quIZ i S5 open Ader the quiz i ¢
« Tre anempd (5 The allempl The atlempl The adempt

wmether comect (9 wiheer comect Whether correct WWheether comect If the quiz is
Manks () LLarks Idaris. Marks .
Specic feeaback (5 Speciic feedtack Specife: feedback Specific feedback 'FII"'IEII thDSE arg
General feecnack (3 Genaral ieeghack General feedback General feechack . .
Fight ansaer () Right answer Right answer Fight answer ChﬂlCES Wl" bE
Cverall Sengback () Crverall festback Croerall feeaack Coverall Peadback

empty

Appaarance

Figgmuua._ml gl ﬂ

By Chosie 4 + - o =
(D Motseome | portallimesexdhalycourse/modedit phphepdabes 25654 Bretorn = (=0 & B . :
LE- o Cnel B VouTubs ﬁ Ttale E-] Litpie IFmerriateal D —Jinshlyga T LB Fonst Faodey

Exftra restrictions on attempts

Fquang pariSweid [} o &0

Reguire network a0dress [+

Enfonced delay Defwesn 157 and 2nd & ] -} Enabls
attempts

Erfiorcad ety batween later atemgts | (F o N Endiis

This choice is very
important, so student
cannot enterthe quiz
without the quiz key

BirasaT Sy

ABCPN QT 10 D anempied ofne usng
e b 20D

COrwerall feedback &
Common module settings
Tags

Competencies

Fig 10 The final save and display

Caoall s 551 SO H

S A ETOT I Lo

10




s Gz 1o st D 0 EXpLain Powy 10 eTder Ihe exa

ADBges Mo 1
P GUIE opRried B MoRaEY, 2T Agel 2000, § 43 P

s QuIT willl Ciorde 41 Monddy, 2T Apal ET, T4 P

TR quiz hues been configuied 50 That shadents may only allempt § usng The Sate Exam Browser

Thme lemil- 1 howr

Mo queshions have been added el

Back 50 he cousie

#h B0 Te w [l Cueimion betgsan - Mol % | By Google Tremlse % | 4 - a
= (D Mot secure | portsliemosd by mod quisivees phpTid « 25554 o '
B oAppr (3 Omad N vouTuze B Taeste [B] Liyesietematioral GN _ Famaad npali T LU Sortad Facus

Test

Press on Edit quiz to

add questions

S -
= G @ Motsecure | poraliimusdu byimod)'y
fppt G Grmad B SeuTute By Tacsate [E) Lisyan icte
= LIMU Portal

Example

Editing quiz: Test @

Coeshons: 0 | ORaz open (Coses ITOLT0, 19043)

Add questions one
by one or from

guestion bank

Lipdmum grade 10,00 Save

Total of mars: 000

agll i o i5% PH

"




second step create the quiz's key by save exam browser
After download the save exam browser, open SEB config tool with this tool we will do

quiz's key.
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Student Guide:

1- Download the save exam browser program on a computer from the link that was sent on the
moodel The attached image of the program is pressed next until the appearance of finish
The program does not open because this program opens the exam only It is necessary that
it be loaded with the device to open the exam and thus we have finished Prepared from the
Computer.
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2- Download the university email on the mobile (open gmail) and the e-mail is added, as
Follows:

Google
e adl | fsdmest

s BODPIE e chiloms shatnsly

3- Download google meet on mobile and open the university email via this reference in the

Picture E

With this, we have finished downloading programs and settings.
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4- The examination method is as follows:
e Opening the model and entering the course in which the exam is located, as in the figure:

Th Course: Bxample x4+ = =] X

€< > C (@ MNotsecure | portallimu.edu.ly/course/view.php?id=1515 T @ ° H

22 Apps G Gmail BB YouTube B Translate [E] Libyen Intemational.. @ ..Jldinelall iy olisi i LIMU Portal: Faculty...
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found and the

relevant students
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E.I Announcements

¥ Test

Mo just test to explain how to enter the exam

Here will be the exam
where this file will be
selgcted and which
exam will open

e |
e After clicking on the exam, it will be loaded into the device, after which it will be opened
directly as in the following figure:
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e After opening it, the following screen will appear, in which you will enter a password that

will be attached on the day of the examination:

e After entering the password, the following screen will appear in which to enter the
username and password for the moodle:

M




e After that, the exam will start by clicking on preview quiz now so that the questions will

appear as follows:

e FEach page has one question and when choosing the answer click on the word (check) if
there is, then move to the next question:

Important Note:

You cannot move between questions because the answer will be final
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Upon completing the exam, clicking on the program closure icon, which will be executed
with a password, is given at the end of the exam, as in the following figure:

Notes:

1- Opening the google meet program on the mobile phone as mentioned previously by
the university email, and the camera and microphone are opened.

2- Putting the mobile in an angle so that the entire room and the student are seen during
the exam.

3- The meeting code for the google meet program will be sent to the moodel before the
start of the exam.

4- The exam will only open when the safe exam browser program is loaded on laptop or
desktop devices.

5- The timing of the exam will be announced at least one day before the exam.

6- When the exam is opened, the number of questions and the number of exam hours will
appear on the screen.
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